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Introduction
• Online applications and processes mean that there 

is greater opportunity to defraud both the revenue 
and others, based on identity theft, than ever 
before.

• This presentation analyses a significant financial 
crime investigation and subsequent prosecution 
(Strike Force Apia) to consider:

1. Has technology made it easier to defraud the revenue?
2. Do existing processes have the capacity to counter 

sophisticated financial crime?



Understanding financial crime



Case study – Strike Force Apia
1. Offenders obtained identification documents from 

persons with good credit histories (agents)
2. Certain documents relating to the agents were falsified 

(including income tax returns)
» This was typically done using PDF editing programs

3. The principal offenders applied for finance purportedly 
on behalf of the agents (via brokers)

4. The offenders caused the money or property to be 
made available to them (dissipated or used).

5. When the facility defaulted, the agents would deny 
knowledge.



Strike Force Apia
• Frauds against whom?

– Financial institutions
– ATO
– ASIC



Strike Force Apia
– Detection

• Automation/desktop investigation?

– Investigation
• Was the existing evidence law adequate?

– Offences
• Did the current suite of NSW (and Cth) offences 

cover the relevant conduct?



Key findings
• The scheme used by offenders in Apia was 

apparently designed to withstand automated 
and/or desktop investigation

• Many communications were ‘de-sophisticated’, 
again, apparently to avoid automated/desktop 
detection

• The principal offenders’ relationships and 
admissions were obtained from modern 
surveillance techniques (especially 
telecommunications surveillance)



Conclusion
• Data mining applications may not be able to detect 

sophisticated financial crime because relationship 
data may not be discoverable or may not exist.

• Existing evidence law and fraud offences are 
capable of detecting, investigating and prosecuting  
technology enabled frauds.

• Capability and capacity are distinct.  Authorities 
must ensure that they are appropriately resourced 
to counter financial crime.


	IDENTITY THEFT AND TAX CRIME: Has technology made it easier to defraud the revenue?��Mathew Leighton-Daly���
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8

