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INTRODUCTION
• Access to timely and reliable information about 

taxpayer’s activities is key to the effective operation 
of a tax regime 

• New technology means revenue authorities:
• (i) receive more data (domestic and overseas), more 

quickly

• (ii) have increased capabilities to analyse the data 

⇒[HMRC are] “more confident in using [their] 
information gathering powers” (Barker, Lampard and 
Tevlin, 2017)

⇒ More targeted enquiries and information requests 
from HMRC



INTRODUCTION

• AND 

• Global focus of revenue authorities on:

(a) digitising and sharing tax relevant electronic data, 

(b) country by country reporting, 

(c) common reporting standard, 

(d) modernisation programmes 

=> simplifying and digitalising tax administration 
(& greater use of data analytics etc)

all impact on information available to revenue 
authorities and consequently focus and quality of tax 

audits



INTRODUCTION
• Access powers remain key element in obtaining relevant 

information

• Informative to compare access powers of different 
jurisdictions: 

• Australia (ATO) – s 353-15 Tax Administration Act 
1953 (Cth) 

• NZ (IR) – ss 16, 16B, 16C Tax Administration Act 
1994 (and Search and Surveillance Act 2012)

• UK (HMRC) – Schedule 36 Finance Act 2008

• Presentation focusses on powers and impact of 

technology– rather than a comprehensive review (paper 
considers 11 ‘elements’)



INTRODUCTION

• Limitations: 

• Three countries considered 

• Western common law countries 

• Focus is access powers for information held 
within each jurisdiction rather than offshore 

• Scope for future research



PART A: SIMILARITIES BETWEEN THE REGIMES
• 1.  SCOPE OF THE ACCESS POWER

• VERY BROAD: 

• NZ: IR officers have full and free access to all lands, 
buildings, places and all documents

• AUST: Enter any land, premises or place and have full 
and free access to any documents, goods and other 
property

• UK: Officer may enter and inspect the business 
premises, business assets and business documents that 
are on the premises.
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• “Documents” defined widely in each jurisdiction to 
include all forms of information storage

• NZ: TAA section 3 “document” means: 
“(a) a thing that is used to hold, in or on the thing and in any form, 
items of information; 
(b) an item of information held in or on a thing referred to in 
paragraph (a): or 
(c) a device associated with a thing referred to in paragraph (a) 
and required for the expression, in any form, of an item of 
information held in or on the thing”  

• IRD view: “the definition [of document] extends to ‘electronic storage 
devices e.g. computer hard drives, memory cards, memory sticks, 
mobile phones, mp3 players, or any other devices that have the 
function of storing data electronically.’ (Tubb, 2012) 7



• AUSTRALIA: Acts Interpretation Act 1901 (s 2B) 

defines “documents” to include: 

“(a) anything on which there is writing, …

(c) anything from which sounds, images or writings 
can be reproduced with or  without the aid of 
anything else” 

• Thus ATO can seek information stored electronically, 
such as data on thumb drives and computer hard 
drives. 8



• UK: Section 114 Finance Act 2008 defines “documents”

• Definition extends to “anything in which information of any 
description is recorded” (s 114(2)) eg information and 
documents held electronically. 

• It also includes the device on which the electronic data is 
stored, for example: 

• internal or external hard drives containing backed up 
information/scans of paper documents,

• cds or dvds, 

• memory sticks or cards, 

• keeping apps on smart phones or tablets (HMRC, 2017) 9



7. OBLIGATION TO CO-OPERATE WITH 
REVENUE OFFICERS:

• NZ: Occupier must “provide  all reasonable facilities and 

assistance” (s 16(2) TAA NZ)

• IRD VIEW: “the occupier must provide, for example, decryption codes and 
passwords in order to access the data stored in the electronic storage 
media.” (IR SPS 10/12)

• ALSO CIR can require under s 130 SSA 2012 a person with knowledge of a 
computer system to provide access to the information and other assistance
that is reasonable and necessary to allow IR to access data in that system or 
other data storage devices or internet sites. 

• IR officers can use reasonable force to access documents: 

• “[r]easonable force [of a document] would be, for example, removing the need 
to use a password on a computer or disassembling a computer in order to access 
the computer hard drive.” (IR SPS 10/02).
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• AUSTRALIA. Occupier must provide  “all reasonable facilities and 
assistance” (s 353-15(3)) 

• Includes having the occupier extract relevant information stored on electronic 
storage medium, such as accessing:

• “a computer including login codes, keys, passwords and software manuals” and 
copying “an encrypted document for us – in this situation, you [the taxpayer] may 
need to remove the encryption, provide the password or operate the computer for 
us.”  (ATO)

• ATO generally not image computer hard drive without taxpayer’s informed 
consent. 

• If consent is withheld, the ATO will conduct a key word search and only copy 
documents that appear relevant to its enquiry. 

• Where access to a computer system is denied, ATO will not operate it unless 
they are using formal access powers – ATO computer specialist will access the 
system. 11



• UK: Under s 114(5) Finance Act 2008 HMRC officers can require 

reasonable assistance from the person entitled to operate the equipment to 
extract information from a computer system

• And if necessary HMRC can examine the software using its own software. 

• The “request for assistance should be proportionate to the scope of the planned 
audit and should not impose undue burden on the customer or the person 
involved in the operation of the computer” (HMRC 2017)

• Only an “authorised person” has the power to access computer equipment in 
order to check its operation: s 114(9) Finance Act 2008.  

• HMRC’S right to request information is the same whether the information 
technology is retained in house or out-sourced to an agency, whether or not 
located inside the UK. (HMRC 2017) 
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PART B – DIFFERENCES BETWEEN THE 
THREE ACCESS REGIMES

• 4. PRECONDITIONS FOR EXERCISE OF THE ACCESS POWER

• NZ: IR officer inspect premises and documents if they 
consider it  “necessary or relevant” for purpose of collecting 
tax (s 16(1) TAA NZ)

• Very low threshold, not an onerous test: s 16 only requires the most preliminary 
review for relevance [Avowal Administrative Attorneys (2010) NZCA] – not a 
detailed examination

• A reasonable attempt to identify relevant material by a keyword search in the 
case of computer files is sufficient: Keating, 2012. 

• The requirement for a relevance search will be waived where the information 
is encrypted - in which case the NZ CIR can presume that the information is 
necessary or relevant (see Tauber (2011))    

• In this case electronic storage  medium will be imaged without carrying out a relevance 
search. (IR SPS 10/02) 13



• AUST: No necessary or relevant power - access power must be 
exercised “for a proper purpose” (objective test) (s 353-15)

• Preference for information to be supplied electronically (ATO 2017)

• UK: Must provide information or documents “reasonably required” 
to check a tax position (Sch 36, paras 1, 2, 5)

• Subjective consideration - of the taxpayer’s position
• HMRC can request documents be supplied in electronic form 

(Sch 36, para 7(1)(b)) 
• “HMRC is particularly keen on this … when looking through 

financial records as it allows them much speedier data 
manipulation and analysis if need.” Knowlson and Clarke (2012)

• From the perspective of taxpayers the more restrictive Australian or 
UK approaches seem more appropriate in policy terms, than the 
weaker protection afforded by the subjective ‘necessary or 
relevant’ threshold of TAA NZ s 16. 

14



• 9. POWER TO REMOVE AND COPY DOCUMENTS
• RATIONALE: PREVENT DOCUMENTS BEING ALTERED OR 

DESTROYED

• NZ: Express power in s 16B TAA NZ (& s 110(i) SSA 2012) to 
remove and copy/image documents

• No warrant required

• Cannot remove documents en masse

• As a matter of practice IR will: 

• First, perform a relevance search before removing documents [note: Avowal] -
except where it is not possible to review the document before removal – e.g. in the 
case of an encrypted hard drive – which will instead be imaged, 

• And, seek to ‘manage the conditions and access to preserve the integrity of the 
information and taxpayer confidentiality.’ (Tubb, 2012)

• Imaging of electronic storage medium is generally performed on-site.

• Factors in decision to image off-site include: volume of data stored and whether it is 
appropriate for IR officers to remain on the premises (IR SPS 10/02)  
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•

• NZ: SECTION 16B con’t

• IR - the information stored on a computer hard drive is 

removable under s 16B (falling within the (former) meaning of 
“book and document”) but not the computer itself. 

• However, if the hard drive of a computer is not readily 
removable, the entire computer may need to be removed in 
order to image the hard drive (without consent): IR SPS10/02. 

• Documents must be returned “as soon as practicable”
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9. POWER TO REMOVE AND COPY 
DOCUMENTS con’t

• UK: HMRC can remove and retain records for a reasonable period 
if appears necessary to officer (Sch 36, para 15, 16(1))

• In terms of electronic records: 
• “specialists can use whatever method of copying the data is appropriate in those 

circumstances. They may selectively copy specific files or tables, or take copies of entire 
drives or systems.” (para 16(1))

• Alternatively, the computer may itself be removed – in which event “any subsequent 
access to the computer should only be by an ‘authorised person’, as defined in s114 
[Finance Act 2008].” (HMRC, 2017)

• Removal is:
• Reserved for the most serious cases 

• Assistance of an appropriately trained specialist must be sought before removing any 
equipment. 

• HMRC officers must also be able to demonstrate that this action is both reasonably 
required and proportionate. Computer only retained for the time that is strictly 
necessary for a computer specialist to make copies of the relevant material. (HMRC, 
2017)
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9. POWER TO REMOVE AND COPY 
DOCUMENTS con’t

• AUST: Power to copy (s 353-15(1)(c)) 
• but no power to remove without consent – are 

(infrequent) problems
• Can seek search warrant
• Potentially significant restriction on the exercise 

of the ATO’s access powers in those infrequent 
but crucial situations where it fears that 
materials or information may be tampered 
with or destroyed unless seized. 

• Consider adopting provisions along the lines of 
either the NZ or UK. 
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• 10.  POWER TO REMOVE AND RETAIN DOCUMENTS 
(INCL ELECTRONIC RECORDS) FOR INSPECTION

• NZ: S 16C – Must obtain occupier consent or warrant
• retain for so long as is necessary “for a full and complete 

inspection” 
• not defined
• as section is used to preserve information ‘for detailed inspection or 

evidentiary purposes’, there is no explicit time limit for the retention 
of such documents – unlike s 16b. (Keating, 2012)

• AUST/UK: No statutory power to remove materials
• in practice, ATO staff will seek occupier’s permission to 

remove
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11. TAXPAYER  DEFENCES: BLOCKING ACCESS

• APART FROM PROCEDURAL REQUIREMENTS, MAIN 
DEFENCES ARE:

• NZ: Statutory protection:
• Legal professional privilege: s 20(1) TAA 1994 

• Non-disclosure right (NDR) for non-lawyers = “tax advice 
documents”: s 20B-20G

• If claim of LPP or NDR is made in respect of documents on an 
electronic storage medium, the materials will either be sealed, or 
imaged and then sealed pending the resolution of that claim, 
to preserve the information (IR SPS 12/10).

• AUST: No statutory protection
• But common law LPP + administrative “accountants 

concession” and corporate board compliance risk papers 
20



• UK:  HMRC can only require production of a document (or a copy) if 

it is within the person’s possession or they have the power to 
produce it (Schedule 36)

HMRC cannot request:

• information or document that relates to the conduct of a pending tax 
appeal; personal records; journalistic material; auditors’ statutory 
work papers;

• legally privileged information or a document (excludes accountant’s 
legal advice on tax law – Prudential (SC)).

• tax advisers’ papers which consist of “relevant communications” for 
the purpose giving or obtaining advice about any of the client’s tax 
affairs. Limitations, eg not protect background facts and assumptions.

• .
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CONCLUSION

• Each system has pros and cons

• Two key similarities in approaches between Australia, 
NZ and UK and encompass digital technology:

• Broad definition of “document” – includes information 
stored electronically and the storage system

• Obligation to provide reasonable assistance – includes 
access to electronic information

– reflect a commonality of thought
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CONCLUSION

• Also four key divergences: 

• More restrictive approaches to exercise of access 

power in Australia and UK cf NZ

• Power to remove and copy/image documents in NZ 
and UK, no such power in Australia

• NZ: power also to retain indefinitely documents

• Main defences: Australia no statutory protection, cf 
NZ (LPP/NDR); UK (LPP, tax adviser’s papers)
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CONCLUSION
• Access powers should be periodically reviewed (and amended as 

necessary) for two reasons:

• (i) increasingly sophisticated data collection (and analysis) 
technologies utilised by revenue authorities, have the potential to 
significantly interfere with taxpayers’ rights to privacy; and legislative 
protections for taxpayers need to recognise this.

And on the other hand, 

• (ii) globalisation coupled with constantly evolving new technologies 
means sophisticated taxpayers have ever-expanding new ways to hide 
their taxation information, and revenue authority powers need to be 
reviewed regularly to ensure that they evolve and remain effective in a 
constantly changing digital world. 

For a copy of the paper please contact the authors

• QUESTIONS??
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