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PART A: COURSE-SPECIFIC INFORMATION 
 

1 STAFF CONTACT DETAILS 
 
Position Name Email Room Phone 
Lecturer-
in-charge 

Prof. Graham 
Low 

g.low@unsw.edu.au QUAD 2104 93854638 

Tutor Naparat 
Damrongsak  

d.naparat@unsw.edu.au   

 

The best way to contact your lecturer or tutor is via email or during their consultation 
times. Please note that only your UNSW email account will be used for formal notices 
and correspondence regarding the course. 
 
If you need to contact the school urgently, ring 9385-5320 or email 
istm@unsw.edu.au. 
 
Consultation time: 
 
Prof Graham Low: Tuesday 3-4 pm QUAD 2104. 
 
 

2 COURSE DETAILS 

2.1 Teaching Times and Locations 

Lectures start in Week 1(to Week 12): The Time and Location are: 
 
Tuesday 4-6pm in CLB4. 
 
Laboratories start in Week 2 (to Week 13). A full list of laboratories (including times and 
locations) is available on myUNSW. 
 

2.2 Units of Credit 

The course is worth 6 units of credit. There is no parallel teaching in this course. 
 

2.3 Summary of Course 

 
This course is about information technology infrastructure in a business environment, 
including inter-networked data communications and distributed data processing. Topics 
covered include, the business imperatives for distributed systems, systems 
architectural design (client/server; distributed processing, etc) layered architecture 
models (TCP/IP, OSI, etc): key network models and technologies, security issues 
related to architecture, design and technology, network configuration and management 
techniques. 
 
 
 



 

INFS2607 – Networking and Infrastructure   4

2.4 Course Aims and Relationship to Other Courses 

 
The prerequisite for this course is INFS1602 Information Systems in Business. The 
Course aims to provide you with a learning experience which encourages participation, 
building of ideas in regard to current issues in business data networks, 
telecommunications and infrastructure along with overall discussions through the 
topics. In this sense, you are highly encouraged to attend lectures where a number of 
issues will be discussed. 
 

2.5 Student Learning Outcomes 

 
Course Learning Outcomes 

The Course Learning Outcomes are what you should be able to DO by the end of this 
course if you participate fully in learning activities and successfully complete the 
assessment items.  
 

1. Analyse data communications and networking issues in business environments 
2. Describe the principles of distributed data processing and the effect of 

application system design decisions on the supporting telecommunication 
systems 

3. Analyse the issues associated with business data networks security and 
analyse possible networking solutions. 

4. Identify, connect and install basic network devices 
5. Identify and diagnose basic computer communication problems and to develop 

the necessary strategies to work towards their resolution 
6. Evaluate the technical and economic issues which are associated with the 

deployment/upgrade of networks within the context of a specific business 
context. 

ASB Graduate Attributes 

The Learning Outcomes in this course also help you to achieve some of the overall 
Program Learning Goals and Outcomes for all undergraduate students in the ASB. 
Program Learning Goals are what we want you to BE or HAVE by the time you 
successfully complete your degree (e.g. ‘be an effective team player’). You 
demonstrate this by achieving specific Program Learning Outcomes – what you are 
able to DO by the end of your degree (e.g. ‘participate collaboratively and responsibly 
in teams’). 
 

 

ASB Undergraduate Program Learning Goals and Outcomes 
 

1. Knowledge: Our graduates will have in-depth disciplinary knowledge applicable in local and 
global contexts.  
You should be able to select and apply disciplinary knowledge to business situations in a local and global 
environment. 
 
2. Critical thinking and problem solving: Our graduates will be critical thinkers and effective 
problem solvers.  
You should be able to identify and research issues in business situations, analyse the issues, and propose 
appropriate and well-justified solutions. 
 
3. Communication: Our graduates will be effective professional communicators.  
You should be able to: 
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a. Prepare written documents that are clear and concise, using appropriate style and presentation 
for the intended audience, purpose and context, and  

b. Prepare and deliver oral presentations that are clear, focused, well-structured, and delivered in a 
professional manner. 

 
4. Teamwork: Our graduates will be effective team participants.  
You should be able to participate collaboratively and responsibly in teams, and reflect on your own 
teamwork, and on the team’s processes and ability to achieve outcomes. 
 
5. Ethical, social and environmental responsibility: Our graduates will have a sound awareness of 
the ethical, social, cultural and environmental implications of business practice.  
You should be able to:  

a. Identify and assess ethical, environmental and/or sustainability considerations in business 
decision-making and practice, and  

b. Identify social and cultural implications of business situations. 

 
 

For more information on the Undergraduate Program Learning Goals and Outcomes, 
see 
http://www.asb.unsw.edu.au/learningandteaching/aboutlearningandteaching/program-
learning-goals-outcomes/Pages/default.aspx. 
 
The following table shows how your Course Learning Outcomes relate to the overall 
Program Learning Goals and Outcomes, and indicates where these are assessed (they 
may also be developed in tutorials and other activities): 
 

Program Learning Goals 
and Outcomes 

Course Learning Outcomes Course Assessment 
Item 

This course helps you to 
achieve the following 
learning goals for all ASB 
undergraduate students: 

On successful completion of the course, 
you should be able to: 

This learning outcome 
will be assessed in the 
following items: 

1 Knowledge Course learning outcomes 1-6. • Quiz 

• Labs 

• Exam 

2 Critical thinking and 
problem solving 

Course learning outcomes 1, 3-6. • Quiz 

• Labs 

• Exam 

3a Written 
communication 

Construct written work which is logically 
and professionally presented. 

• Exam 

3b Oral communication Communicate ideas in a succinct and 
clear manner. 

• Not specifically 
assessed. 

4 Teamwork  Work collaboratively to complete a task. Not specifically 
assessed. 

5a. Ethical, 
environmental and 
sustainability 
responsibility 

Identify and assess environmental and 
sustainability considerations in problems 
in international macroeconomics. 

• Labs 

• Exam 

• Report 

5b. Social and cultural 
awareness 

Not specifically addressed in this 
course. 
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3 LEARNING AND TEACHING ACTIVITIES 

3.1 Approach to Learning and Teaching in the Course 

The course uses a combination of lectures and laboratory sessions to present the 
material to the student with the aim of ensuring that the student has an appropriate 
understanding of the material by the completion of the course. 
 

3.2 Learning Activities and Teaching Strategies 

Lectures are used to present and discuss the more formal course material. The course 
has a laboratory component of two hours every second week where students will work 
as a team to gain skills and practical knowledge associated with the course. New 
material may also be discussed in the laboratory sessions. (Marks will be awarded for 
satisfactorily completing laboratory work). 
 
Self-directed private study is an important component of this course. The aims of all 
tertiary institutions refer, implicitly or explicitly, to the development of self-management 
skills. You should supplement lectures and classroom activities by reading the set 
readings, as well as further relevant materials from books, journals and Internet 
sources, in order to acquire a better understanding of different elements of the course. 
 
 

4 ASSESSMENT 

4.1 Formal Requirements 

To receive a pass grade in this course, you must meet ALL of the following criteria: 

• attain an overall mark of least 50%; 

• attend at least 80% of all scheduled classes; 

• attain a satisfactory performance in each component of the course. A mark of 

45% or higher is normally regarded as satisfactory; 

• attain a mark of at least 45% in the final exam; 

• in the case of peer assessed group work, the mark assigned to each member of 

the group may be scaled based on peer assessment of each member’s 

contribution to the task. 

 

4.2 Assessment Details 
 

Assessment 
Task 

Weighting 
Learning 
Outcomes 
Assessed 

ASB Graduate 
Attributes 
Assessed 

Mode Due Date 

Laboratory 20 1,2,3,4,5,6 1-6 Group* All labs will be marked  

Mid session 
quiz 

20 1,2,3,6 1, 4-6 Individual Week 8 

Final Exam 60% 1,2,3,4,5,6 1, 4-6 Individual University Exam period 

 100%  
 

  

*Group size of 2. 
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Final examination 
 
The final exam will be a 2 hour written paper held in the formal UNSW examination 
period. The examination is worth 60% of your overall assessment. The examination will 
be closed book. The format of the exam will be discussed in the Week 12 lecture. The 
exam will cover the entire course (lectures and laboratories). 
 
All exams are conducted in accordance with the UNSW Rules for the Conduct of 
Examinations and it is the student’s responsibility to be familiar with these rules. 
Information about exams is available from my.unsw.edu.au. 
 

 
Mid session quiz 
 
The mid-session quiz will be a 50 question multiple choice quiz conducted during the 
lecture time. Students will be given 50 minutes to answer the quiz. The quiz will cover 
ALL materials presented in the lectures 1-7 as well as laboratory sessions 1-3. 
 
 

Laboratory exercises 
 

Details of the laboratory exercise will be posted on Blackboard prior to the relevant 
scheduled laboratory. Students are expected to read the laboratory exercise and think 
about how they might complete the exercise prior to their scheduled laboratory. Each 
laboratory exercise will have a number of questions related to that laboratory which 
students are expected to answer during the laboratory session. (The laboratory 
exercise sheets also will indicate the marks awarded for each question.) Note: When 
determining the final laboratory mark, only labs 2-6 will count towards the final mark. 
 
 
 
 
 
 
 
 
 

  

Quality Assurance 
The ASB is actively monitoring student learning and quality of the student 
experience in all its programs. A random selection of completed assessment tasks 
may be used for quality assurance, such as to determine the extent to which 
program learning goals are being achieved. The information is required for 
accreditation purposes, and aggregated findings will be used to inform changes 
aimed at improving the quality of ASB programs. All material used for such 
processes will be treated as confidential and will not be related to course grades. 
 



 

INFS2607 – Networking and Infrastructure   8

5 COURSE RESOURCES 

Textbook 

• Stallings W. and Case, T. Business Data Communications: Infrastructure, 
Networking and Security, 7th ed., Prentice Hall, Upper Saddle River, 2013. 

 

Student resources for the Stallings Business Data and Computer Communications are 
available at: http://williamstallings.com/BusinessDataComm/BDC7e-student/ 

 

Recommended Reading 

• Comer, D., Internetworking with TCP/IP volume 1: Principles, Protocols and 
Architecture, 5th ed., Prentice Hall, 2006. 

• Comer, D., Computer Networks and Internets, 5th ed., Prentice Hall, 
2009.Miller, D., Data Communications and Networks, McGraw-Hill Irwin, 
2006. 

• Stallings W., Data and Computer Communications, 9th ed., Prentice Hall, 
Upper Saddle River, 2011. 

Student resources for the Stallings Data and Computer Communications 
are available at: http://williamstallings.com/DataComm/DCC9e-
Student/ 

 

Course Website 

You need to be correctly enrolled and have an active zpass to access the 

website. The website will be accessible via http:// lms-

blackboard.telt.unsw.edu.au/. The website will be used to publish 
announcements, lecture notes and support materials. Students are expected to 
visit the course website at least weekly to obtain breaking news. 

 
 

6 COURSE EVALUATION AND DEVELOPMENT 
 
Each year feedback is sought from students and other stakeholders about the courses 
offered in the School and continual improvements are made based on this feedback. 
UNSW's Course and Teaching Evaluation and Improvement (CATEI) Process is one of 
the ways in which student evaluative feedback is gathered. In this course, we will seek 
your feedback through end of semester CATEI evaluations and informal feedback 
throughout the course. Feedback from previous students indicated that the mid-
semester quiz helped with their study. 
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7 COURSE SCHEDULE 
 
Lecture Schedule 
 
Lectures start in Week 1 and finish in Week 12. 
 

Weeks Content 
Stallings  

(BDC) 
chapters 

Stallings 
(D&CC) 
chapter 

1 Course Introduction 
Benefits of telecommunications 
Distributed data processing 
OSI 

1,3  1,2 
Appendix D 

2-4 Data Communications 
Data transmission 
Transmission media 
Data communications interface 
Data link control 
Multiplexing 

4-6 3-9 

5-8 TCP/IP 7-8, 11 2, 18-19, 22 

9-10 Local Area Networks 
LAN Architecture and Protocols 
Ethernet 
Wireless LANS 

12-14 15-17 

11 Information Integrity 
Security threats 
Encryption 
Vulnerability and Disaster Recovery 
Ethical issues 

18-19 23-24 

12 Wide Area Networks 
Frame relay 
ATM 
Wireless WANS 

15-17 10-14 & 28 

 
Please note that we will NOT cover all the material covered in the listed chapters of the 
textbook. The textbook should be treated as a resource to provide supporting 
information on the material covered in the lectures.  
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Tutorial Schedule 
 

Tutorials start in Week 2/3 and finish in Week 12/13.  
 

Laboratory Topic 

1 – Week 2 or 3 Introduction to Virtual Machines and Linux 
The labs in this course will make extensive use of virtual machines 
and Linux to allow hands-on experience with networking. This lab 
provides the required background knowledge about the Virtual 
Box software and Ubuntu Linux operating system required to 
complete the subsequent labs. 

2 – Week 4 or 5  Wireless and Wired Network  
Differences in transmission media will be discussed. Students will 
set-up their own wired and wireless networks. 

3 – Week 6 or 7 Packets and Protocols 
A packet sniffing software will be used to examine various 
protocols like Hyper-Text Transfer Protocol (HTTP) and Address 
Resolution Protocol (ARP). 

4 – Week 8 or 9 DHCP & DNS 
Configure the Linux image to be a Domain Name System (DNS) 
Server and a Dynamic Host Configuration Protocol (DHCP) 
Server. 

5 – Week 10 or 11 Hubs, Switches & Routing Protocols 
Use network simulation software (Imunes) to examine how hubs 
and switches work and also investigate the RIP routing protocol. 
Imunes allows you to simulate different network set-ups and 
simulate the effects. 

6 – Week 12 or 13 Firewalls and VPNs 
This lab will look at security, specifically setting up a virtual private 
network (VPN). 

 


